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1. Context

Pursuant to Commonwealth privacy laws, SEDA College (Victoria) is required to have a privacy
policy which is available to all people associated with the College for whom records are maintained.
This privacy Policy sets out how the College manages your information, including how to complain
and how the College will deal with your complaint.

Privacy laws regulate how the College can collect, use, hold and disclose personal information. The
College is bound by the Australian Privacy Principles contained in the Privacy Act 1988 (Cth). The
information the College collects enables it to provide educational services and discharge its duty of
care. Any data breaches may be reported by the College to the Office of the Australian
Information Commissioner where required in accordance with the Privacy Act 1988 (Cth). In
relation to Health records, the College is also bound by Health Privacy Principles which are
contained in the Health Records Act 2001 (Vic).

The College may, from time to time, review and update this policy to take into account of new laws
and technology, changes to College operations and practices to make sure it remains appropriate
to the changing school environment. The current version of this policy is published on the College
Website and MySEDA.

2. Definitions
A reference or term included in this policy is defined as follows;

"SEDA College” or "the College" refers to SEDA College (Victoria).
"VET" means Vocational Education and Training.

"Personal Information” is information or an opinion that allows someone to identify the
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individual that the information or opinion is about. It can range from very detailed
information such as medical records to other less obvious types of identifying information
such as an email address. Personal information collected about students, parents/guardians,
job applicants, staff members, volunteers and contractors includes, but is not

limited to name, address, and other contact details; date of birth; next of kin details;
previous school; medical information; financial information; photographic images;
attendance records professional development history; complaint records and investigation
reports and leave details.

"Sensitive Information”is a type of personal information that is given extra protection and
must be treated with additional care. It includes:

e information or an opinion about an individual's:

e racial or ethnic origin; or

e political opinions; or

e membership of a political association; or

e religious beliefs or affiliations; or

e philosophical beliefs; or

e membership of a professional or trade association; or

e membership of a trade union; or

e sexual preferences or practices; or

e criminal record; that is also personal information; or

e health information about an individual; or

e genetic information about an individual that is not otherwise health information; or

e biometric information that is to be used for the purpose of automated biometric
verification or biometric identification; or

e biometric templates.

"Unsolicited personal information” is personal information we receive that we have taken no
active steps to collect such as an employment application sent to us by an individual on their own
initiative, rather than in response to a job advertisement.

"Health information” is a subset of sensitive information. It is any information or opinion about
the health or disability of an individual, the individual has expressed wishes about the future
provision of health services and a health service provided, currently or in the future, to an individual
that is also personal information. Health information also includes personal information collected
in the course of providing a health service. Health information (particularly in relation to student
and parent records) includes medical records, disabilities, immunisation details, individual health
care plans, counselling reports, nutrition, and dietary requirements.

A "record” is defined as a ‘document’ or an ‘electronic or other device'. A ‘document’ includes
anything on which there is writing, anything from which sounds, images or writings can be
reproduced, drawings or photographs. Some items are excluded from this definition, including a
generally available publication (e.g. a telephone directory), and anything kept in a library,

art gallery or museum for the purposes of reference, study, or exhibition.
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3. Application

This policy applies to all employees, students, staff, Board members, volunteers, contractors,
visitors, and other people who are associated, or come in contact, with the College.

4, Statement of Policy

The College is firmly committed to and bound by the Australian Privacy Principles (APPs)
contained in the Privacy Act (1988). This Privacy Policy applies to the College and sets out how the
College manages personal information provided to or collected by it.

Employment records for past and present staff are exempt from the Privacy Act. However, where
State or Territory health privacy legislation applies, we are still required to protect the privacy of
employee health information. This Privacy Policy will apply in those circumstances.

5. Procedures
To properly implement this policy, the College, the Board and/or the Principal must ensure:

e that this policy is endorsed on an annual basis;

e that copies of this policy are made available to parents, students, prospective employees,
contractors, volunteers or any other individual the College holds information about, for
example on the College internet site.

e that copies of this policy are made available to employees, for example on the College
internet site and intranet;

e that this policy is incorporated into the Board's / Principal’s record of current policies;

e that this policy is incorporated into the College's induction program, to ensure that all
employees are aware of the policy, have read and understood the policy, and acknowledge
their commitment to comply with the policy;

e that periodic training and refresher sessions are administered to all employees in relation to
this policy; and

e parents are informed that if certain information is not obtained, their child may not be able
to enrol.

5.1 What kind of personal information do we collect?

We will only collect personal information that is relevant to our relationship with the individual. The
type of personal information we collect, and hold includes (but not limited to), sensitive and
unsolicited personal information, including health and other sensitive information, about:

+ students and parents or guardians before, during and after the course of the student's
enrolment at the College, including;
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o Name, Contact details (including next of kin), date of birth, gender, language
background, previous school and religion

o Parents education, occupation, language spoken at home, nationality & country of
birth

o Health information (eg. Details of disability, allergies, dietary requirements, absence

notes, medical reports and family doctor details).

Results of school assessments

Conduct & complaint records, or other behaviour notes and school reports

Information about referrals to government welfare agencies

Counselling reports

Health fund details and Medicare number

Details of family court orders

Criminal records

O 0O O 0O O O O ©

Photos and videos of College events

+ Job applicants and contractors, including:

Name, contact details (including next of kin), date of birth

Information on job application

professional development history

salary & payment information, including superannuation details

health information (eg. Details of disability, allergies, medical certificates etc.)
complaint records and investigation reports

leave details

photos and videos at College events

Workplace surveillance information

0O 0O 0O 0o 0O o o 0o o o©o

work emails and private emails (when using work email address) and Internet browsing
history; and

+ other people who come into contact with the College, including name and contact details
and any other information necessary for the particular contact with the College.

5.2 How SEDA College collects personal information?

The information collected by the School about students, parents, and guardians, may be collected
before, during or after the student is enrolled at the School. Information about students and
parents may be collected in a number of ways including: Personal information you provide:
directly from students and parents by telephone, at enrolment, excursion or medical forms, face-
to-face meetings and interviews and emails. ;

Personal Information provided by other people: In some circumstances, the College may be
provided with personal information about an individual from a third party such as a report
provided by a medical professional, a reference from another school or a referee for a job
applicant. If a student transfers to a new school, the new school may collect personal information
about the student from the students’ previous school to facilitate the transfer of a student.
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Personal information from other sources: the College may also collect personal information
through surveillance activities (CCTV security cameras), student email monitoring and other
publicly available sources.

It is usual practice for SEDA College to collect personal information directly from the individual. In
many circumstances the student's parents and or guardians will be required to have input (most
commonly this is for students under the age of 18 years). The College will treat consent given by
parents or guardians as consent given on behalf of the student, and notice given to parents or
guardians will act as notice given to the student.

Sensitive information will only be collected with the individual's consent and where the collection is
reasonably necessary for one or more of SEDA College's functions or activities (unless a legal
exemption applies).

SEDA College also collects information about students on behalf of its Vocational Education and
Training (VET) providers according to the requirements of the Standards for Registered Training
Organisations (RTOs) 2015, Higher Education Support Act 2003, Victorian VET Student Statistical
Collection Guidelines and Data Provision Requirements. SEDA College also collects data from
stakeholders about the services provided by SEDA College. These surveys are voluntary and
respondents may exercise their right of anonymity.

5.3 Purposes for collecting information

SEDA College will collect, hold, use and disclose personal information about an individual that is
reasonably necessary for one or more of its functions or activities.

Collecting information about students and parents include:

+ providing educational services to students in an independent College environment. SEDA
College's functions or activities are sometimes delivered via enrolment with an external
registered training organisation.

+ looking after students' educational, social, emotional, and medical well-being;

« satisfying the College's legal obligations and allowing the College to discharge its duty of
care;

« protecting the security of our offices, staff, students, visitors, and the property held on our
premises;

+ marketing the College including direct marketing, campaigns, and events.

+ reporting to state or national regulators.

« reporting in circumstances related to public interest, such as law enforcement and public or
individual safety.

« Making required reports to government agencies

+  Day-to-day administration of the school

« Keeping parents / carers informed about matters related to their child’'s schooling, through

correspondence, MySEDA and email.
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We may also collect, hold, use and disclose personal information for other purposes, explained at
the time of collection, which are required or authorised by or under law or for which permission has
been provided.

In relation to students, SEDA College's primary purpose of collection is to provide educational
services and related support services including health and wellbeing support. This means that
SEDA College staff working with a particular student will be provided with necessary personal
information, including sensitive information, for the purpose of providing education and related
support services. This includes information disclosed to and held by the Student Connect wellbeing
staff which might otherwise have been expected to have remained confidential and only be held by
Student Connect.

Collecting information about Job applicants and contractors include:
e Assessing and (if successful) engaging the applicant or contractor
e Administering the individual's employment or contract
e Satisfying the schools legal obligations eg. In relation to child protection legislation.

In relation to the personal information of staff, SEDA College's primary purpose of collection is to
facilitate employment and administer the staff member’'s benefits and other entitlements.

5.4 Disclosure of information

As part of its functions or activities, SEDA College may disclose personal information, including
sensitive information, for educational, care and administrative purposes, and to seek support and
advice to other individuals and organisations including:

+ students and parents or guardians (unless otherwise requested in writing or restricted by a
Court Order);
« Anyone you authorize the College to disclose information to;
« Other schools, and teachers at those schools, including a new school to which a student
transfers to facilitate the transfer of the student
+ Assessment and educational authorities, including the Australian Curriculum, Assessment
and Reporting Authority (ACARA)
+ Government departments or authorities, including for policy & funding purposes
+ Organisations who we are required to disclose personal information for education, funding
and research purposes
« People providing administrative and financial services to the College
+ medical practitioners and other healthcare or emergency service providers;
+ people providing educational, support and health services to the College, including specialist
visiting teachers, sports coaches, volunteers.
» industry organisations related to the functions or activities of SEDA College such as the
sporting and building and trade partners; and
+ any other individual or organisation SEDA College is required to disclose the information to
by law including child protection laws
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5.5 How we store personal information

We store your personal information in hard copy or electronically. We use information
management and storage systems provided by Synergetic. Personal information is stored with and
accessible by Synergetic for the purpose of providing services to the College.

We also use online service providers (“cloud”) to store personal information and to provide services
to the school that involve the use of personal information.

5.6 Sending information overseas
We may disclose personal information to parties located overseas in the following situations:

e Parents and guardians of students who live overseas.

e Promotional material will be posted on the College's official social media accounts.
Otherwise, staff members are not permitted to copy any personal information about

anyone in the College community to any social media sites.

e The College will use cloud-based services, which require some personal information to be
sent to data centres external to Australia. Only organisations that have similar regulatory

requirements as that of the Commonwealth Privacy Act are used. One such example is an
email service that sends bulk email to our parents. In this situation, only the parents' names
and email addresses are uploaded. No information is provided that is irrelevant to the
operation.

¢ Individual staff will also use cloud-based services as part of the day-to-day management or
assessment of the students in their care. Examples of such services include Office 365,
iCloud, Dropbox, and Google Docs.

In the unusual event that a request is made for another purpose, SEDA College will comply with
the Australian Privacy Principles.

5.7 Integrity of information
The College will take such steps that are reasonable to protect personal information from:

e misuse, interference, and loss; and
e unauthorised access, modification, or disclosure.

This includes taking appropriate security measures to protect electronic materials and material
stored and generated in hard copy.

The College will take reasonable steps to ensure that information is destroyed or de-identified
when it is no longer required by law. Refer to the Record Keeping and Information Management

Policy for further details.
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5.8 Security of Personal Information

The College has in place steps to protect the personal information the school holds from misuse,
interference and loss, unauthorised access, modification or disclosure by use of various methods
including locked storage of paper records and password access rights to computerised records.

These steps include:

e Restricting access to information on the college databases on a need-to-know basis with
different levels of security being allocated to staff based on their roles and responsibilities.

e Ensuring all staff are aware that they are not to reveal or share personal passwords.

e Ensuring where personal and health information is stored in hardcopy files that these files
are stored in lockable filing cabinets in lockable rooms. Access to these records is restricted
to staff on a need-to-know basis.

e Implementation of ICT security systems, policies and procedures, designed to protect
personal information storage on our computer networks.

e Ensure diligence with respect to third party service providers who may have access to
personal information, including cloud service providers, to ensure as far as practicable that
they are compliant with the Australian Privacy Principles.

5.9 Access and correction of personal Information

Under the Privacy Act 1988 (Cth) and the Health Records Act 2001 (Vic), an individual has the right
to seek access to, and/or correction of, any personal information which the College holds about
them. Students will be able to update their personal information through their parents or seek
access and correction themselves.

There are some exceptions to these rights as set out in the Privacy Act.
To make a request to access, update or correct any personal information the College holds about a

parent or student, please contact the College Registrar directly by email registrar@scv.vic.edu.au
or phone 1800 11 7332. The College may require you to verify your identity. The College will, on

request by an individual, give that individual access to any personal information held by the College
about that individual.

In particular:

e parents may seek access to personal information collected about their child. It is the
responsibility of the College to ensure that they do not disclose information which would
have an unreasonable impact on the privacy of others, where access may result in a breach
of the College’s duty of care to the student and legal obligations.

o the College may, at its discretion, on the request of a student, grant that student access to
information held by the College about them, or allow a student to give or withhold consent
to the use of their personal information, independently of their parents. This would normally
be done only when the student involved had reached 18 years of age, However, the College
may also consider it in exceptional cases, taking into account the student's maturity level
and personal circumstances
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Before providing information, a staff member must be satisfied:
o of the identity of the individual seeking the information; and
e that the individual is entitled to access.

5.10 Data Breaches

SEDA College takes all data breaches such as unauthorised access to or disclosure or loss of
personal information extremely seriously.

All data breaches will be investigated thoroughly by the College’s Data Breach Response Team, in
accordance with the College’s Data Breach Response Plan.

Data breaches likely to result in "serious harm" to an individual such as physical, psychological,
emotional, financial, or reputational harm will be reported to the Office of the Australian
Information Commissioner (and in accordance with the Notifiable Data Breaches scheme effective
22nd February 2018).

5.11 Complaints & Monitoring

If you have any questions about this Privacy Policy, any concerns or a complaint regarding the
treatment of your privacy or a possible breach of privacy, please contact the Privacy Officer:

Email: privacy@scv.vic.edu.au

Address: Privacy Officer
Level 2, 415 Riversdale Road
Hawthorn East VIC 3123

The College may seek further information from you in order to complete an investigation and will
endeavour to respond to you as soon as practicable within 14 days

If you are not satisfied with our response, you may raise a concern or complaint at the Office of the
Australian Information Commissioner (OQAIC) via the OAIC website, www.oaic.gov.au

Contact with the College can be anonymous or via the use of a pseudonym. However, should you
choose not to identify yourself, the College may not be able to give you the information or provide
the assistance you might otherwise receive if your identity is known.
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6. Referenced Documents
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This Privacy Policy is to be read in conjunction with other related school policies, procedures,
and legislation. These include:

e Privacy Act 1988 (Cth)
e Health Records Act 2001 (Vic).
e Standards for Registered Training Organisations (RTOs) 2015
e Higher Education Support Act 2003
e Victorian VET Student Statistical Collection Guidelines

e Data Breach Response Plan
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